IEEE 802.11 standard and ongoing standards development
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Use cases, WFA acknowledgement - y
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IEEE 802 LAN/MAN Standards Committee standard development covers both
Wireless & Wired Media

Focus on link and physical layers of the network stack

Leverage IETF protocols for upper layers
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200+ IEEE Working Groups Developing NEW Standards

Very Broad technical coverage IEEE Computer Society

e Artificial Intelligence Standards

» Blockchain and Distributed Ledger Standards
¢ Cloud Computing Standards

o Cybersecurity & Privacy Standards

e Data Compression Standards

e Design Automation Standards

e Functional Safety Standards

» Knowledge Engineering Standards

« LAN/MAN (IEEE 802™) Standards

e Learning Technology Standards

» Microprocessor Standards

¢ Online Gaming Standards

e Simulation Interoperability Standards Organization SAC
e Smart Manufacturing Standards

e Standards Activities Board

e Software & Systems Engineering Standards

e Test Technology Standards




In progress: New 802.11 Radio technologies are under development to meet
expanding market needs and leverage new technologies

P802.11be — Extremely High Throughput in 2.4, 5 and 6 GHz bands, aka Wi-Fi 7
P802.11bf — WLAN Sensing

P802.11bh — Randomized MAC Addresses
P802.11bi — Enhanced Data Privacy Wi-Fi 7

P802.11bk —320 MHz Ranging

P802.11bn — Ultra High Reliability * 2.4GHgz, 5GHz and 6GHz
] o supported
~P802.11bp — Ambient Power Communication Wider channels (40, 80,
160, 240, 320MHz)
Tom—— - o Better modulation
'g (EEE 802:11 big/nfac/ax (4096-QAM)

(EEE 802.11 3/nfac/ax Backward compatibility
with 11a/b/g/n/ac/ax

& Standard targets

£ 1ol . throughput minimum of

30Gbps, expect 40Gbps+

sensing L ] 60 GHz
a8 eteewe (IEEE 802.11 ad/ay
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P802.11be features support increased throughput and performance

=)
=)

Throughput and spectral efficiency

e 320 MHz bandwidth operation

* 16 Spatial Streams and 4096-QAM (Quadrature Amplitude Modulation)

*  Multi-band/multi-channel aggregation and operation (MLO)

e  Multiple Resource Unit Operation (MRU)

*  MIMO protocol enhancements, Enhanced Sounding protocol WFA Wi-Fi 7 Certification available
Numerous products in the market

In IEEE 802.11: P802.11be D5.0
completed SA Ballot, expect final
2024 Dec

Low latency

* Multi-band/multi-channel aggregation and operation (MLO)
 Target Wait Time (TWT) enhancements and Restricted-TWT
e TXOP Sharing

e St Classification Service Enh t i LEEES
re.am assi |Fa ion Service Enhancements o - Home, enterprise, industrial, loT

* National Security and Emergency Preparedness (NSEP) priority access

operation » Outdoor

« AR/VR

Enhancements re: 6 GHz support » 4K and 8K video streaming
e Static Puncturin% to avoid pre-defined 20 MHz subchannels, supports « Remote office

efficient, higher bandwidth 6GHz operation

_ _ » Cloud computing
e GCMP-256 support (High performance cipher) - Video calling and conferencing
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802.11bf WLAN sensing
e WHLAN sensing is the use of received WLAN signals to detect features of an intended target in a given

environment.
e Measure range, velocity, angular, motion, presence or proximity
e Detect objects, people, animals: Enables touchless applications
e Use in room, house, car, enterprise environments

e Target frequency bands are between 1 GHz and 7.125 GHz (MAC Service interface) and above 45 GHz
(MAC/PHY)
e Some use cases
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https://www.lastampa.it/tecnologia/news/2018/06/27/news/router-
google-wifi-internet-senza-fili-in-ogni-angolo-della-casa-1.34027426

http://4.bp.blogspot.com/-_krlAHPdn-
8/T02hISBvONI/AAAAAAAAALA/jAUfr2N8k4c/s1600/Kinect%2BGam
es.jpg

https://www.pressebox.com/pressrelease/gb-pronova-gmbh/HoloPro-

https://www.cse.ust.hk/~qgianzh/research/sensing-2.jpg
and-the-magic-of-interactive-control/boxid/129647#

Smart home Gesture recognition Gaming control Presence and proximity detection
(Home/Enterprise/Vehicle)

* Note: The specification of applications that make use of WLAN sensing measurements is beyond the scope of P802.11bf.
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802.11bh Randomized and Changing MAC addresses (RCM)

A MAC address is a physical hardware identifier that is assigned by the hardware manufacturer to a
network device (Ethernet, Wireless, and Bluetooth as examples)

To protect user privacy, there is a growing trend to randomize the client device’s MAC address, which
can otherwise be “snooped” by third-parties and used to track the user’s movements and potentially actions.

2014 2016 2019
iOS 8 adds MAC Windows 10 Microsoft Android 10 adds MAG ,
randomization while introduces conditional support randomization while connecting
scanning (probe for MAC randomization only if to Wi-Fi netwark.
request) HW supports it Enabled by default
2015 2018 2020
Android 6.0 introduced Andro:’d_Q a_dds MAC 0SS 14 ?dd.s MAC{
MAC randomization for randaomization while randomization while
background scans connecting fo Wi-Fi connecting
nefwork. Added as to Wi-Fi network.
developer option Enabled by default

s MAC address randomization can undermine the network’s ability to steer the device to the best connection point, or
to recognize the device and provide differentiated access in secure environments, pay-for-bandwidth scenarios, etc.

April 2024 7



802.11bh Randomized and Changing MAC addresses (RCM)

Impacted use cases include Client Steering Use Case
. . . o Draft P802.11bh provides for an optional
e Steering a client device to the device identifier* (network defined) and
besT Connec'non po| nt random MAC Address** (STA provided) to
o ) enable the network to recognize the STA
° Recog NIZINg the deVICG, to while providing protection against third

provide persona lized home party tracking or traffic analysis

automation () N
« |dentfifier is assigned by network to STA yg Lerap
YD) G heq,
’ Stayhere

e Access to pay services, or  Network owns ID space, decides on format of

dlffel‘enTIaTed |eve|S Of SerV|Ce ID (@ D) No other AP can hear N
o Different networks can use different IDs as you (@), connect here ) -
e Customer support and they wish AP 03““8\:3(6
. { X
troubleshooting e Tothe STA, it's just a blob () \\\ocg\é\'go\'\n o
o STA obtains a blob on first association A o%

e 4way HS updates and produces a new blob
that the STA uses on a subsequent association

e STA can “opt out” by just throwing away the
blob and getting a new one on the next

* See https://mentor.ieee.org/802.11/dcn/22/11-22-0154-00-00bh-opaque- aSSOCiation if it wants to stop being tracked

device-id.pptx
** See https://mentor.ieee.org/802.11/dcn/23/11-23-0421-01-00bh-irm-

proposal.pptx
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https://mentor.ieee.org/802.11/dcn/22/11-22-0154-00-00bh-opaque-device-id.pptx
https://mentor.ieee.org/802.11/dcn/22/11-22-0154-00-00bh-opaque-device-id.pptx
https://mentor.ieee.org/802.11/dcn/23/11-23-0421-01-00bh-irm-proposal.pptx
https://mentor.ieee.org/802.11/dcn/23/11-23-0421-01-00bh-irm-proposal.pptx

P802.11bn: Ultra High Reliability Task Group was approved in Sept 2023

Define technology to

improve reliability of WLAN connectivity,
reduce latencies, |

increase manageability,
increase throughput including at different SNR levels, and
reduce device level power consumption

Lower latency Improved
manageability

The Task Group for P802.11bn began work in November Longer Range Higher
2023 Throughput

Specification Framework document is under development,
see https://mentor.ieee.org/802.11/dcn/24/11-24-0209
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https://mentor.ieee.org/802.11/dcn/24/11-24-0209

IMMW SG: Integrated Millimeter Wave Study Group

Study Group is developing a proposal for a new amendment
Began work in November 2023

Objective: Simplified integration of mmWave (42-71 GHz) links
with operation in the lower bands

Support very high bandwidth, dense deployment use cases
Address range, mobility and link robustness issues, provide
Coexistence with mmWave operation defined in 802.11ad,
802.11ay

Potential extension and re-use of 802.11be Multi-Link
Operation (MLO) provides efficient discovery, association,
authentication mechanisms

See https://mentor.ieee.org/802.11/dcn/23/11-23-1905-00-immw-high-level-thoughts-on-immw.pptx
https://mentor.ieee.org/802.11/dcn/24/11-24-0459-00-immw-multi-link-operation-for-immw.pptx and
https://mentor.ieee.org/802.11/dcn/24/11-24-0116-02-immw-immw-draft-proposed-par.docx

April 2024
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https://mentor.ieee.org/802.11/dcn/23/11-23-1905-00-immw-high-level-thoughts-on-immw.pptx
https://mentor.ieee.org/802.11/dcn/24/11-24-0459-00-immw-multi-link-operation-for-immw.pptx
https://mentor.ieee.org/802.11/dcn/24/11-24-0116-02-immw-immw-draft-proposed-par.docx

AIML Standing Committee: Investigate WLAN support of Artificial

Intelligence/ Machine Learning

Use of AIML for 802.11 applications is an active area of work in the
research community. See Applying ML to 802.11: Current Research and
Emerging Use Cases and Current Report

Current applications focus on performance improvement parameter
selection for channel access control and link adaptation, multi-user
parameters, contention window sizes, channel usage, improved BSS
transition

Work underway:
Describe use cases for Al/ML applicability in 802.11 systems

Investigate the technical feasibility of features e B
enabling support of Al/ML.
¥ __Sent frames I"‘—i—ﬁS fames___ v
-] i
B i
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Possible observations:

Current SNR levels, historical
SNR levels, camera images, etc.

Machine
Learning

Actions:

Link status
SNR, ACK/NACK

o ==

Beam sector selection

Controller
Wi-Fi device Machine
) Learning
MCS level
o ° =  BPSK
= QPSK
o o H
= 1024-QAM
(((Il))
| symbol | SGI |  Symbol
Sender >

t

\
-

ML models
SL: random forest, ANN
RL: stochastic learning, MAB

Eﬂ

Destination


https://mentor.ieee.org/802.11/dcn/22/11-22-0979-01-aiml-applying-ml-to-802-11-current-research-and-emerging-use-cases.pptx
https://mentor.ieee.org/802.11/dcn/22/11-22-0979-01-aiml-applying-ml-to-802-11-current-research-and-emerging-use-cases.pptx
https://mentor.ieee.org/802.11/dcn/22/11-22-0987-25-aiml-aiml-tig-technical-report-draft.doc

P802.11bp: Develop an 802.11 amendment for WLAN support of
Ambient Power Communication

Research into ambient power (energy harvesting) and prototype development has been ongoing
using 802.11 based devices

Optimizing M2M Energy Efficiency in IEEE 802.11ah, IEEE GLOBECOM 2015
“the battery dependency of an 802.11ah sensor is significantly lowered by energy harvesting

provided that the sensor size and energy harvesting efficiency are sufficient for the utilized
ambient energy source.”

Low-Power Downlink for the Internet of Things using IEEE 802.11-compliant Wake-Up Receivers,
IEEE INFOCOM 2021

Use Cases include Smart Home, Logistics/Warehouse/Inventory, Industrial Wireless Sensor
Networks

T YYYY Y

WLAN dewvice Apeess Polnt o Bl

802.11 compatible | Main Badic data Iansmission gl e Radio
channel access S—
Mode & Drata wake-up & low-
Management power downlink
T RF energy RF Encrgy

Beamformang | I SIS S 106 Harvester
. .,

L

See https://mentor.ieee.org/802.11/dcn/23/11-23-2203-01-0amp-updated-technical-report-on-support-of-amp-iot-devices-in-wlan.docx
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https://mentor.ieee.org/802.11/dcn/23/11-23-2203-01-0amp-updated-technical-report-on-support-of-amp-iot-devices-in-wlan.docx

Completed: Meet expanding market needs and leverage new technologies

See IEEE Webinar re: 802.11bb, 802.11bc o ;j;j;‘_"—h@_

See Wi-Fi Now tutorial on 802.11az .

AP2
STA 2 Zero Setup Sensor
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https://mentor.ieee.org/802.11/dcn/23/11-23-0283-00-00bb-lc-in-802.pptx
https://mentor.ieee.org/802.11/dcn/23/11-23-0601-01-00bc-ieee-p802-11bc-enhancements-for-broadcast-services-computer-society-webinar.pptx
https://event.on24.com/wcc/r/4153277/A4D7185230A328AF38376C8193EE9714?partnerref=speaker
https://wifinowglobal.com/webinar/live-stream-tutorial-technology-and-use-cases-for-wi-fi-location-ieee-802-11az-monday-may-22-2-pm-bst-3-pm-cet/

The Evolution of Wi-Fi Location-based Services

Each generation enables greater accuracy

4th Generation
802.11bk FTM

rd ;
TODAY's DEPLOYMENTS 3% Generation
nd G : 802.11az FTM
1st Generation 2 eneration
802.11-2016 FTM
RSS ‘

— Standards based — Operation in 320MHz channel

— Up to 160MHz channels — Wi-Fi 7/11be waveforms
— Standards based - Standards based — 2.4, 5, and 6 GHz — <0.1m accuracy
— Up to 80MHz channels
— 10-15m accuracy — < 1m accuracy
— 2.4&5GHz

— Protected ranging, secure LTF

— 1-2m accuracy — WFA certification available

— WEFA certification available
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Completed: IEEE Std 802.11ah-2016 enables Wi-Fi for M2M and loT
applications with products now coming to market

Bandwidth PHY Rate

1

i, 150Kbps — 4Mbps

2

MHz 650Kbps — 7.8Mbps

1.35Mbps — 18Mbps

2.9Mbps — 39Mbps

5.8Mbps — 78Mbps

—

Long range indoor/outdoor connectivity up to 1 km
Robust connections for superior penetration through walls and
other obstacles in home and industrial environments

Low power consumption for multi-year battery operation
Bidirectional monitoring and control of 10T client devices
enable over the air software updates

Moderate data rates support IETF TCP/IP, discovery protocols

WFA Wi-Fi Certified HaLow certification program
Japan: 802.11ah Promotion Council
New market entrants emerged to develop the technology

https://www.wi-fi.org/signal/episode-47-wi-fi-halow-empowers-iot-
connections-with-kevin-daly-and-david-halasz-of-morse
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https://www.11ahpc.org/en/about/index.html
https://www.wi-fi.org/signal/episode-47-wi-fi-halow-empowers-iot-connections-with-kevin-daly-and-david-halasz-of-morse
https://www.wi-fi.org/signal/episode-47-wi-fi-halow-empowers-iot-connections-with-kevin-daly-and-david-halasz-of-morse

IEEE 802.11 based products are an essential component for connecting the unconnected:
IEEE & ISOC Initiative for Building Wireless Community Networks (BWCN)

* Use cases: Hotspot access, Community Wi-Fi using satellite, optical for backhaul

* Installation of the internet in 200 villages and Installation of 100 digital class across three
states (Karnataka, Kerala and Bihar)

Jammu - Kashmir

* Internet: will be provided to schools in the villages through service provider who can
provide last mile connectivity Digital classroom : 65-inch touch screen which will run
through Android and Windows, prefilled with global level syllabus and later state wise
syllabus is installed in partnership with state government

7N,
\ Himachal
Pladesh

* BWHCN course will be translated to 5 languages to benefit more people

Rajasthan

* 250 VLEs / VLTs (Village Level Technicians / Entrepreneurs) and 500+ junior technician will
be trained extensively and the BWCN course, BLP platform will be used to deliver the training

y N

g«
e Madhya Pradesh
4

Gujarat

* Entrepreneurs are trained to deploy, repair, troubleshoot internet so that they can reconnect
internet service with the help of service provider after any disaster situation in the village

Daman anﬁ’ﬁ\u_ A+

Dadradid
Nagar Haveli

Introduction to this Online Course

= E
This online course has been designed to teach you about various aspects of Wireles: h oloy logy: It will also assist you in setting up your
own wireless network which is ,.\nd ,' wit hIEEE

—

We recommend that you work through each page, and then attempt the informal quiz at the end of each section

= (==)

The Network Layer

ine course is made up of the following modules:
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—
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Interoperability Certification
Market Advocacy

Regulatory Advocacy

Podcast Series: https://www.wi-fi.org/signal

Blog Series: https://www.wi-fi.org/beacon

https://www.wi-fi.org/beacon/the-beacon/wi-fi-by-
the-numbers-technology-momentum-in-2023ww.wi-
fi.org/beacon

April 2024

IEEE 802.11 Working Group Standards development and Wi-Fi Alliance
Interoperability Certification ecosystem enable a robust market ecosystem

Wi-Fi Alliance® surpasses 80,000 certifications

Austin, Texas and Prague, Czech Republic — October 17, 2023 — Wi-Fi Alliance® has surpassed
80,000 certified products, bringing a momentous number of high-quality, Wi-Fi CERTIFIED™ devices to
users worldwide.

Wi-Fi CERTIFIED helps ensure products meet high

standards for interoperability and security. Achieving

this milestone comes at a time of incredible momentum @’
for the Wi-Fi® industry, including the addition of new

Wi-Fi CERTIFIED 6@® testing to support authorization CERTIFIED
of 6 GHz standard power devices and Wi-Fi 7

certification coming in the first quarter of 2024 Wi-Fi

products can be certified for core functionality like the

various Wi-Fi generations, and different applications

such as multiple access point Wi-Fi systems

and seamless connectivity experiences while

mobile. Certifying a product through Wi-Fi Alliance demonstrates a company is committed to providing
the highest quality devices and bringing the best experience for their customers.

80,000

Wi-Fi® certifications

Wi-Fi CERTIFIED products offer benefits across the Wi-Fi ecosystem. Certified interoperability supports
lower return rates, reduced support costs, higher customer satisfaction, and increased sales volumes.
Retailers and service providers request Wi-Fi CERTIFIED products to offer customers high quality,
secure devices that deliver good user experiences.

Learn more about the value of Wi-Fi CERTIFIED in our video or visit www.wi-fi.org/certification for
more information.

About Wi-Fi Alliance® | www.wi-fi.org


https://www.wi-fi.org/signal
https://www.wi-fi.org/beacon
https://www.wi-fi.org/beacon
https://www.wi-fi.org/beacon
https://www.wi-fi.org/beacon

THANK YOU

QUESTIONS



NASA astronauts install the ninth Wi-Fi® access point
outside Space Station

December 1, 2022 by Chatwin Lansdowne

This access point (AP) is the first to be installed on the International Space Station’s port truss.

7

Figure 1: NASA astronaut Raja Chari connects an Ethernet cable to a wireless high-definition camera
assembly on the main truss of the International Space Station, converting it to operate as a Wi-Fi access
point. (Source: NASA)

During a seven-hour spacewalk on March 23, 2022, NASA astronaut Raja Chari and ESA astronaut
Matthias Maurer installed a Wi-Fi CERTIFIED™ access point (AP) on the port side of the International
Space Station’s main truss. The access point is the first to be sited on the port truss, and from this
vantage, the newest AP provides not only a great camera view but also an open Wi-Fi® line-of-sight for
the port side of the Russian segment and the Japanese Experiment Module External Facility (JEM-
EF) experiment porch. The station’s solar panels partially block radio signals but the new access point
is close enough to penetrate the port solar panels enough to reach the worksite where astronauts
recently installed additional panels (iROSA)

Wi-Fi connects vehicles and international infrastructure in space

Wi-Fi in Space: Wi-Fi enables next generation space exploration, 9th
Access Point Installed. Plans for Artemis/moon.

“The first Wi-Fi network in space was installed in January 2008 using
Wi-Fi 4, the IEEE 802.11n standard.”

“In May 2020, Wi-Fi connected vehicles in space for the first time
when the Japanese HTV-9 cargo transfer vehicle—operated by the
Japan Aerospace Exploration Agency(JAXA)—demonstrated a high-
definition, live video streaming application using Wi-Fi during its
final approach to the Space Station.

“.it is hard to imagine the Space Station without Wi-Fi.” Chatwin
Lansdowne, Subsystem manager for the IEEE 802.11-based wireless
communications system, International Space Station
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https://www.wi-fi.org/beacon/chatwin-lansdowne/nasa-astronauts-install-the-ninth-wi-fi-access-point-outside-space-station
https://wifinowglobal.com/news-and-blog/nasa-interview-artemis-sends-wi-fi-into-space-and-soon-to-the-moon-too/
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Products implementing 802.11ax-2021 are in the market now: Wi-Fi 6, 6E

2022: 2.3 Billion Wi-Fi 6 devices, 350 Million Wi-Fi 6E, 4.4Billion devices total

Spectral Efficiency & Area Throughput

1024 QAM

S w/ 8 clients
25% increase E.\

in data rate

8x8 AP

Long OFDM

Symbol

Up to 20%
increase
in data rate

High Density
OFDMA

Spatial Reuse

Power Saving
Scheduled sleep and wake times

. Next TWT  TWT Wake Interval I

WT element: Implicit TWT, Next TWT, TWT Wake Interval
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i E8
8
A
PPPPP ry
20
o]
time

Outdoor / Longer range

Extended range packet structure
s s duis T ds 16y T . \
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IEEE 802.11ax meets the MAC/PHY requirements for 5G IMT-2020 Indoor
Hotspot and Dense urban test environments defined by ITU-R

Simulation conforming to the ITU-R evaluation methodology shows that performance of IEEE 802.11ax systems
meet or exceed MAC and PHY requirements for the 5G Indoor Hotspot and Dense Urban test environments

Metric (Indoor Hotspot)

1 Peak data rate

2 Peak spectral efficiency

3 User experienced data rate

4 5th percentile user spectral efficiency
5 Average spectral efficiency

6 Area traffic capacity

7 Mobility

8 Bandwidth

9 User plane latency

ITU-R Evaluation Method

Analytical

Analytical

Analytical for single band and
single layer;

Simulation for multi-layer

Simulation

Simulation
Analytical

Simulation
Inspection

Analytical

Minimum Requirement

DL/UL : 20/10 Gbps

DL/UL : 30/15 bits/s/Hz

Not applicable for Indoor
Hotspot

DL/UL: 0.3/0.21 bits/s/Hz

DL/UL : 9/6.75 bits/s/Hz/TRxP
DL : 10 Mbit/s/m?

UL : 1.5 bits/s/Hz
100 MHz, scalable
DL/UL: 4 ms

802.11ax Performance

DL/UL : 20.78 Gbps

DL/UL : 58.01 bits/s/Hz

Not applicable

DL/UL : 0.45/0.52 bits/s/Hz

DL/UL : 9.82/13.7 bits/s/Hz/TRxP

Required DL bandwidth = 170 MHz with 3
TRxP/site

UL : 9.4 bits/s/Hz
20/40/80/80+80/160 MHz
DL/UL: 80 us


https://standards.ieee.org/news/2019/5g-indoor-hotspot-and-dense-urban-deployments.html
https://standards.ieee.org/news/2019/5g-indoor-hotspot-and-dense-urban-deployments.html

Completed: 802.11bd Next Generation V2X Use Cases

5.9 GHz band mainly, and optionally 60 GHz; Completion in 2022, published 2023
://www.ieee802.or tgbd update.htm

V2X Use Cases:

 Support all defined DSRC/802.11p use cases, including Key additions :
Basic safety message (safety, range, backward « Backward compatibility with 11p
compatibility, fairness) » Higher throughput (2x)

* Sensor sharing (throughput) than 802.11p

* Multi-channel operation (safety channel + » Longer range (3dB lower
other channels) sensitivity level)

* Infrastructure applications (throughput) » Support for positioning

 Vehicular positioning & location (LoS and
NLOS positioning accuracy)

* Automated driving assistance (safety, throughput)

 Aerial vehicle IT application (video)

* Train to train (high speed)

* Vehicle to train (high speed, long range)

April 2024


http://www.ieee802.org/11/Reports/tgbd_update.htm

Useful Links

802 home page: http://www.ieee802.org/
802.11 home page: http://ieee802.0rg/11/

Help if you want to contribute: http://www.ieee802.org/11/help.html

802.11 document server: https://mentor.ieee.org/802.11/documents

Wi-Fi Alliance http://www.wi-fi.org/

Get 802.11 standards:
e http://standards.ieee.org/about/get/802/802.11.html

* http://www.techstreet.com/ieee

April 2024
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http://www.ieee802.org/11/help.html
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